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Documenting Sensitivity 
“Metadata fulfils an essential function regarding communication to third parties, of access 
constraints and use conditions that the data generators intend to give to their data. It can be 
considered as an ‘aid’ in protecting data and information, since it will allow system users to 
visualize the conditions established by the data generator for access and use of the 
information. Additionally, in case the data are not accessible, the metadata allows knowledge 
of the conditions of access through other media (digital or not) as well as a summary of the 
content”.  (Llinás, 2005). 

Metadata has generally been used to refer to documentation of a whole dataset.  
Documentation at the record level has usually been referred to just in comments. I prefer, 
however, to term this ‘record-level metadata’ (see glossary) and to formalise the process. In 
the previous chapter a recommendation was made that where data were generalized for 
distribution, to document the level of generalisation - for example, that the data had been 
generalized using a decimal geographic grid, and to record both the precision of the data 
provided and the precision of the data stored or held. Also, in the chapter on Determining 
Sensitivity, a series of documentation processes were recommended. Some of these may be 
more appropriate for documenting the reasons for regarding a taxon as a potential 
environmentally sensitivity taxon (Criteria 1 and 2), while the others (Criteria 3 and 4) are 
appropriate to the data themselves and belong as part of the broader record-level metadata. 
To fully document the reasons for restricting data, however, it may be necessary to inherit the 
documentation from Criteria 1 and 2 to the record level – for example, the reason that data 
are restricted may include that the taxon is subject to harmful human activity. 

At the moment, neither the Darwin Core nor ABCD standards have fields for recording the 
type of record-level metadata that is recommended here. A number of recommendations have 
been made to the Taxonomic Databases Working Group (TDWG) for the inclusion of extra 
fields to the Geospatial Element Definitions Extension to Darwin Core (TDWG 2005) and/or 
to the Darwin Core itself. The recommendations included those shown in the table on the 
next page. 

The ‘DataSensitiveComments’ field here is perhaps equivalent to the ‘Access Constraints’ 
field in most dataset level metadata. The sort of information at the dataset level may include 
something like: 

“This dataset is only available to the public at a summary resolution for the following 
reason. Some of the information held within this dataset relates to species that are 
vulnerable to human disturbance or prejudice. Two species (Adelanthus 
lindenbergianus, Athalamia hyaline) are significantly vulnerable to collecting. The 
full detail of this sensitive information may be made available under licence to 
specific organisations and individuals that need to know to avoid harm to the 
environment. Please contact the provider for more information.” 

Until such time as these standards and protocols are modified, it is recommended that the data 
be documented in comment fields, and as far as possible to record the same type of 
information that would be included in the recommended fields above – i.e. 

• That the data are sensitive; 
• The primary reasons the data are regarded as sensitive (see Criteria 1-4 the Chapter on 

Determining Sensitivity) along with supporting rationale;  
• The date that the sensitivity of the data should be reviewed; 

http://darwincore.calacademy.org/Extensions/GeopatialExtension/GeospatialElementDefs�
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• Precision of the data made available; 
• Precision of the original data stored or retained. 

 
Field Comments 
DataSensitiveIndicator Y/N flag that the observation is sensitive. 
DataSensitiveReason The primary reason why the data are sensitive. Suggested 

format is either a picklist with values derived from Criteria 1-4 
above (or a text field that combines the statements 1a-4g 
attached to those criteria). 

DataSensitiveComments Further information on the reason(s) or supporting rationale for 
determining relevance of the Criteria for this record as 
recommended above.  [Free Text] 

SensitiveDateForReview A date field documenting when the sensitive nature of the date 
should be reviewed. Especially important where the sensitivity 
is just awaiting publication of results, etc. 

PrecisionDataProvided The scale or the precision of the data made available via the 
Darwin Core record – may be done as precision, e.g.  

 0 = 1 degree 
 1 = 0.1 degree 
 2 = 0.01 degree 
 3 = 0.001 degree 
 4 = 0.0001 degree 

PrecisionDataStored The scale or the precision of the data made stored or retained by 
the data custodian – may be done as precision, e.g.  

 0 = 1 degree 
 1 = 0.1 degree 
 2 = 0.01 degree 
 3 = 0.001 degree 
 4 = 0.0001 degree 
 Etc. or  

may be more free text, such as ‘1 minute’, ‘0.1 minute’, ‘1 
second’, etc. depending on how data are stored. 
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Authentication and Authorisation 
As recommended by the experts’ workshop, and identified by many in the on-line survey, 
responsibility for determining who may or may not have access to detailed data on sensitive 
data, possibly through use of secure log-on, or one-off data license agreements, must be with 
the data providers. 

It was also agreed at the workshop that it is not the role of GBIF to manage the identification, 
verification or authorisation of users, nor to control authentication or log-on at the Data 
Portal, but it may have a role in providing guidance and a suitable authentication method to 
the Nodes.  

It was reported at the experts’ workshop that the technical issues relating to the authentication 
of a group or individual, and the use of roles, etc. is not a difficult task. There are several well 
established protocols and working systems for authentication in use and these could easily be 
adapted for use by data providers. 

The main issue is in determining who the authorized users should be and how to determine 
who are bona-fide users and who are not. This is a difficult issue and one that will need to be 
explored over time. It is not something that can be recommended in this best practices 
document; however the earlier report (Chapman 2007b) did make a number of 
recommendations on how this issue may be further explored. 

It has been recommended that GBIF explore the issue of authentication with the view to 
providing appropriate mechanisms that help data providers. It is therefore recommended that 
data providers wishing to develop secure authentication for their databases discuss the issue 
with GBIF, or with their GBIF Node. 

The recommendation made to GBIF in the earlier report (Chapman 2007b) was that: 

GBIF explore the issue of authentication with the view to providing appropriate 
mechanisms that help data providers identify users who can dig deeper and how.  
Although GBIF shouldn’t have a role (at this stage at least) in vetting users, or in 
placing controls on the GBIF Portal, it does have a role in providing guidance and 
assisting Nodes in implementing a suitable and robust authentication method.   
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Appendix: Scenarios using Criteria 1 and 2 as Triggers 
The following sets of scenarios show how the criteria statements given in the Chapter on 
Determining Sensitivity may be used to develop summary statements for documenting the 
reasons why a taxon may be regarded as sensitive. The summary statement (in the white 
boxes), should also include supporting rationale, such as specific types of harm, etc.  For 
example in the second scenario (B) – the full statement may read something like:  

 
Criterion 1: 

Scenario A 
Criterion statement(s) Summary statement 

1a – There is no significant risk of a harmful human 
activity. The taxon is not sensitive. 

Scenario B 
Criterion statement(s) Summary statement 

1a – The taxon is at risk from a harmful human activity. 

1d – There is currently no established evidence of actual 
harm to the taxon.  

1f – Availability of biodiversity data will not increase 
the likelihood of the harmful human activity taking 
place. 

The taxon could be at risk from harm 
but likelihood of harm is not affected 

by data availability. 

Scenario C 
Criterion statement(s) Summary statement 

1a – The taxon is at risk from a harmful human activity. 

1d – There is currently no established evidence of actual 
harm to the taxon.  

1e– Availability of biodiversity data will increase the 
likelihood of the harmful human activity taking 
place. 

The taxon could be at risk from harm 
and the likelihood of harm is affected 

by data availability. 

 

 

 

 

 

“Taxa could be at risk from harm from diseases carried on the wheels of forestry 
machinery but occurrence is not affected by data availability.” 

This may apply to a species of plant in a forestry area susceptible to Phytophthora attack, 
the fungi being transferred on the wheels of forestry vehicles. 
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Scenario D 
Criterion statement(s) Summary statement 

1a – The taxon is at risk from a harmful human activity. 

1c – There is established evidence of actual or recent 
harm to the taxon. 

1f – Availability of biodiversity data will not increase 
the likelihood of the harmful human activity taking 
place. 

The taxon is at risk from harm and 
there is evidence to support this, but 
occurrence is not affected by data 

availability. 

Scenario E 
Criterion statement(s) Summary statement 

1a – The taxon is at risk from a harmful human activity. 

1c – There is established evidence of actual or recent harm 
to the taxon. 

1e– Availability of biodiversity data will increase the 
likelihood of the harmful human activity taking place. 

The taxon is at risk from harm, 
there is evidence to support this, 

and occurrence is affected by data 
availability. 

 
Criterion 2: 

Scenario F 
Criterion statement(s) Summary statement 

2b – The taxon is not significantly vulnerable to the 
harmful human activity. 

2d – The taxon is not vulnerable to harmful human activity 
over its total range and/or there are areas where the 
taxon is not at significant risk. 

The taxon is not significantly 
vulnerable to the harmful activity, 

and is not vulnerable to that activity 
over its total range and there are 
areas where the taxon is not at 

significant risk from that activity. 

Scenario G 
Criterion statement(s) Summary statement 

2a – The taxon has characteristics that make it significantly 
vulnerable to the harmful human activity. 

2d – The taxon is not vulnerable to harmful human activity 
over its total range and/or there are areas where the 
taxon is not at significant risk. 

The taxon is significantly 
vulnerable to the harmful activity, 

but is not vulnerable to that activity 
over its total range and there are 
areas where the taxon is not at 

significant risk from that activity. 

Scenario H 
Criterion statement(s) Summary statement 

2a – The taxon has characteristics that make it significantly 
vulnerable to the harmful human activity. 

2c – The taxon is vulnerable to harmful human activity over 
its total range. 

The taxon is significantly 
vulnerable to the harmful activity, 
and is vulnerable to that activity 

over its total range. 
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Glossary 
Authentication: — refers to the determination of a user's identity, as well as determining 

what a user is authorized to access. The most common form of authentication is user name 
and password, although this also provides the lowest level of security. 

Authorisation: — refers to the process of determining which individuals can be afforded 
different access rights for authentication and data access. 

Generalisation: — refers here to any modifications carried out to source data to conceal 
sensitive content, typically by reducing the precision of the data (such as reporting at the 
level of a watershed, grid or county, citing just the nearest named place, or by deleting 
some parts of the data). In geographic terms it refers to the conversion of a geographic 
representation to one with less resolution and less information content; traditionally 
associated with a change in scale. Also referred to as: fuzzying, dummying-up, etc. 

Record-level Metadata: — refers to documentation at the level or a record rather than for a 
complete dataset. In this document it largely refers to documentation of the sensitivity 
status of the record (or the species of which it is a part) along with access constraints 
pertaining to the record and details of any generalisation of the data. 

Sensitive data: — any data, that because of their nature, a data provider does not want to 
make available in their raw state, e.g. precise localities of endangered taxa. 
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